O TADOR

-

SIP Door Access Communicator

Technician Instruction and User Manual

130,
T,
\\\\\\\
il:“““‘l :::
s esanh g
,,,,,,,,,,,

OEE
CCE
CEE

Please read this manual carefully before using the product.
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1 General Description

SIP Access panels are IP access communicator for general purpose, and, in particular, for IP
Intercom / Door Phone; both will be indicated, from now on, as “the device”

The device has many hardware possibilities that will be suggested by identifying of connectors
on board.

Programming of the device is done through an internal web-server, from any standard Internet
browser. If you are not in a network environment, you can connect an UTP patch cord directly to
the device.

2 Technical Features

Interface: Ethernet (iP Access: 1 LAN port) / (iP Access: 2 LAN port)
Keypad 12 keys + 1 Button (optionally 2 Buttons)

Microphone input, speaker output and line out (high impedance) output.
Internal web server for configuration and settings

Language selection: English, Spanish, Portuguese

Supported codec: G.711 PC —u law / A law 64 KBps

VolIP Protocols: SIP-RTP - Video IP Protocols: RTP - RTSP

DTMF detection: RFC 2833

2 Relay outputs: 2 A/120Vac - 2A / 24 Vdc

2 Wiegand interfaces for RFID card reader.

Led's: 2 on board: power on and 1 software controlled, 3 external led's
Supply: 12 Vdc 0.5A or PoE IEEE 802.af

Measures: iP Access: 220x120x33mm

Note: PoE will supply 5Vdc only and effect Keypad and Push button light effect,
then recommended connecting 12v supply

Important: when connecting the unit, don’t connect both POE and Power
supply — using both can cause miss functional probl em to the unit
Applications
e Door Phone and Video Door Phone
e Parking Intercom
e Emergency Intercom
e Speakers (Indoor/Outdoor) for Public Announcement, Evacuation
e Access control (pin dialing, fingerprint, and/or proximity card)
e Special DSP software for Noisy environments Intercom (Trucks entrance, Highway
e SOS emergency, Toll check points)
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3 Programming

The device has a internal web server that response in the 8085 port wich allows to set the
parameters of the device from any web browser (Chrome, Internet Explorer, Firefox, etc).

Factory IP Address of the device is 10.0.0.100, so, to access to programming, enter the
following address in the browser address bar:

http://10.0.0.100:8085
NOTE:
e If your network does not include those address ranges, you can switch, momentarily,
the computer configuration that will program the product (removing DHCP if needed)
and writing a fixed address in the address range of the device.

The device will answer with the programming password entry screen:

aoft ¥ 2.42 -hand v el

Enterpassword:i ...... |

| Send |

The factory default password is: sx1234 / 1234

NOTE: soft v xxx is software version running on the device



4 Main menu

LOGOUT 0
REBOCT |
RESTORE |

MAC Address:

00-1e-c0-11-0d-80
DDDD, HH:MM:S5

System Uptime: o000 o0:00:55
Busy (in call): Off
Registered in IP PBX: Off
Register expires in: 00:00
SOL Client State: -
SOL Client Error Number: 1
100
Jumpers: 2:o0-0
Jioo
Relay 1 Activated (Mahually: Off
Language: | Engiish v Relay 2 Activated (Manually): Off
Arcessory RFD T
Waolume: [ v]
wicrophone 5 v
Auto-answer, ® on o o ing file from: 18.8.8.2
History:

Auto-Refresh

At left top side, can be seen the menu (explained below); then (below menu) the most

common settings to change, then (at bottom) 3 click buttons.

About the most common settings:

e Language: language used for GUI (this programming web page) and also for

verbatim issued IP address
e Accessory: the accessory connected to Wiegand inteface # x:

o RFID (proximity card reader)

o BIOMETRIC (fingerprint reader)

o DISPLAY (LCD display)

o NFC (Near Field Communication)

Volume: speaker output level.

Microphone: microphone input level.

Auto-answer: for incoming calls; when this feature is enabled, when the device receives a
call, it answers it automatically; if disabled, it issues a call back sound and any key must
be pressed to answer. It can also activate a relay, in order of turning on a light or sounding
a siren.

The 3 click buttons:

LOGOUT: exits of programming mode
REBOOT: resets the device, loads new IP address if it has been changed
RESTORE: restore all factory default settings except the IP address




5 Network parameters

© TADOR

Keypad

SiP

Network -

vigeu

Audio

Timers

Relays
Passwords
Access Control
Software Upgrade

Current IP address:
MAC Address:

DHCP: ¢

10.0.0.100
18-80-39-56.93.cf
On ® Off

< Static IP address:

10.0.0.100

—

Subnet mask:

Default Gateway:

255.0.0.0

[10.0.0.2

Provisioning
TFDS DNS Server: | 208 67.222 222

Licences

Syslog Server: |10.0.0.90

Syslog Port: |514

Syslog ID: | d8-80-39-56-93-cf
Language: English v
Volume: 8 v| SNTP server: | pool.ntp.org
Microphone. (8 v
Auto-answer: @ On © Off

| save |

Default IP Address: it shows the IP Address of the device
MAC Address: the MAC Address of the device

DHCP: set this ON when you want your DHCP server sets the IP Address of the
device (generally is better to use static IP addresses for specific devices, like this one)

o Static IP address: If you change this value, you will access the programming
web server of the device at: http://new_address:8085

Subnet mask: Range of network addresses

Default Gateway: If there is an intermediate gateway

vacant IP
t different IP to each

Strongly recommended to change default IP to other
In case of using more than one panel you must to se

Save

After completing Network programming press thelJ button to submit the changes
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Keypad
[ Butons | Keypad
SIP ;
Vo | | Diapln ength: [3 | |
[ Audo 0 | Key 0: [Digit ]
[ Tmes | r
[ Relays | Vawe: [0 -
[ Passwoss | Kyt (Dt Y]
Access Control | .
Software Upgrade | Veler |1 |
| Provisionng | Key2: |Digit v
[ Licences | S
| stafs | Key3: |Digt
Walue: 3
Language: [English v :
=2 Key 4: | Digit T
Accessory: RFID v Y LR )
Volume: R Value: |4
Microphane: 5 v] Key5: [Digit =
Auto-answer ® On O Off = =
Walue: |56
[ LoGouT ] Key®: Dgt 7]
| REBOOT | Value: |6
| RESTORE | Key 7: | Digit v

Dialplan length: is the amount of digits for the extensions, according dial plan of IP PBX (if
applicable), this way, if the device is programmed for the user dials an extension number as if
he does with a regular telephone (all keys programmed as “digit”), when this value is reached,
the devices starts the call, if this value is bigger than necessary, the device will wait 4 seconds
until understand the whole extension number has been dialed.

It is possible to program each of the key in the door phone unit, each key can be programmed
to do below action:
1. Digit :
Can choose that key 5 will not be "5" it will be "6"
2. Call to extension :
directly call to and extension in the PBX for example :
pressing key 5, will cal extension number " 301" in the PBX
3. Callto IP address:
when pressing key 5 the unit will directly call to a different IP address.
you will need to have Port and IP address of device that unit needs to call




7.Programming Access Code mode in the keypad:

First we will need to program the unit to open the door relay from the keypad, as some client
don’t want this for security reasons it needs to set "ON"

Do below steps :

1. Choose Keypad
2. Enter Password by default : "ON"

I Key5: [Digit ]
Value- i 5 _|
T —
value |6 l
KeyT: |Dii 4
T
Access Control L !
Software Upgrade Key 8: | Digit v
we 5|
Key: [Digh g
o [8 |
s Enter password by defaul:  ® on ' Off |
_anguage: English v |
guag ‘: i) ) Key * (star): | Call to extension \a
Accessory: |RFID v =
Jolume 07| Ext: |308
vicraphorn: o) Key # (pound): i_C_Fcei currenh'_[f'iéconnec{T\
Auto-answer: ® On Off

Set an Access Code for the unit:

Now we will program an access code for the unit, please note each access code that will be
programmed have ID number and Password.
Some institutes require each of the employees to use his access code and ID number.

1.
2.
3

Choose : Access Control B —

Password Administration
ID and Password

Id :
.
Employee id number —

Passwords
Password :

Access Control
. Software Upgrade
for opening the door

Enter codes into the list (999 codes available)

[ ID | Password
Pin Access

1234 Mode:
Digits qty for access control user: -3

Relay for Access key: |Relay 17

I Passwords Administration




Important must do Choosing Access Code method:

After programming codes in the list of password, you will need to choose the method needs to
be done in order to open the door:

Keypad
Buttons
SIP
Network

Audio
Timers
RGIEVE] Mode: | Standalone ¥
Passwords
Access Control
Software Upgrade Adminstrator's PIN access code: |ssssss

Provisioning
= Relay for Access key : |Relay 1 ¥

Pin Access

Digits qty for access control user: |3

Licences Passwords Administration
Status

"Digits gty for access control user" this parameter define number of digits that user have
to enter before PIN code

Digits gty for access controluser :0/1/2/3

here you will choose how opening of the door will be made, as said before some institutes
require special process to open the door as each of the client will need to type his ID number +
Code:

0 = no need to input ID number meaning code will be open as: 1234 (*Most common option)
1 = Need to input one digit ID number meaning code will be open as: 1-1234

2 = Need to input two digit ID number meaning code will be open as: 01-1234

3 = Need to input three digit ID number meaning code will be open as: 001-1234

Example:
Digits qty for ID Password What will be typed to open
access control user the door relay

0 1 1234 1234

Client will not require to Most common and advice option , making it easier to open the

type ID number door
1 1 1234 1-1234
2 1 1234 01-1234
3 1 1234 001-1234

After completing keypad programming press the T button to submit the changes



8 Buttons programming

Buttons are programmed the same way as keys 0 to 9 but with these additional Modes:
Call to extension: Speed dial key

Manual Door opening

It's useful to connect an external button (typically in reception desk). When this
button is pressed, door is opened. It doesn't matter if the device is idle or it is in a
middle of a call. You need also to program which relay to activate.

Door Status Sensor

It is useful to connect an external sensor (typically reed switch) of open door

Call to IP address

Used for calling IP address, need Port and IP of device that want to call

Keypad
Buttons
SIP
Network
Video
Audio
Timers

Button 1: ‘_CaII to extension v |

Extt |00 |
Passwords B
Access Control
Software Upgrade
Provisioning
LEDs
Licences
Status

Button 2: | Call to extension v

Ext 101 |

| Save |

|““|‘j“||

After completing buttons programming press the|% button to submit the changes

9. Programming Bypass button - external button

It is possible to program a bypass button while the button will be pressed it will directly
open the door.

When programming a bypass button,
you will need to connect wire line from
"Push 2" in the PCB to the Bypass button

1. Choose: buttons

2. Choose : Manual Door Opening s
this means that when button |
will be pressed it will directly
open the door (use the relay) Button 1: [CoTS S .

. Ext ¢

3. Activate Relay Number: e 2 5“27
you can choose between two | Button 2: | Manual Door opening 'I
relays that are positioned on | Passwods 00| Activates 1|
the PCB. | AccessControl | Relay #

4. Activate Relay 1 save

Open door relay number 1

5. Activate Relay 2  m—
Open door relay number 2




Relays output setting

Configuration jumpers can be seen in Picture 1.

Configuration of jumpers to
NO and NC

only for relay output with
voltage

. o e g — S o N
Configuration pins NO A
or NC only for relay : e i Contact pins with
output without voltage or without voltage

Picture 1

WARNING: iP Door phone with 1 Ethernet port voltage output of the relays depends on
power supply.

If supplied with 12 VVdc power adapter, voltage will be 12 V; if supplied from PoE, voltage
will be 5 V. For WAN Page model, always will be 12 V

WARNING :do not use relays voltage output if product is supplied
(WAN Page pcb) with more than 12 V

Different valid combinations in following pictures
With voltage

Output with voltage: Output with voltage:
Relay 1: NO 10 Relay 1: NC
Relay 2 : NO Relay 2 : NC




Output without voltage
Relay 1 : NO
Relay 2 : NO

L] 200
) =il

+Vout

Output without voltage
Relay 1:NC
Relay 2 : NO

Output without voltage
Relay 1: NC
Relay 2 : NC

Output without voltage
Relay 1: NO
Relay 2 : NC

WARNING: relay outputs cannot be independently configured, i t means or both with

voltage or both as dry contact

11



Incorrect configuration

Incorrect configuration can make damage to circuit

relay

You cannot configure relays independently (with or without voltage)

12



13 Relays configuration

Do not, for any reason, attach the pins as shown in figure

Both relays can be configured with 2 parameters: Mode and Value

Mode is the way it works:

Timed activation

It is the regular temporary functioning mode (typically for door opening). It activates when
receives activation command and deactivates after programmed time has elapsed. NOTE:
activation can be contact closing or opening depending of jumper state

Manual activation

The relay is activated through activation command and remains activated until release

command is received

Value(s) is the value programmed, according to programmed mode, so:
If Mode is Timed activation , Values will be: time and activation command

After completing Relays programming press the

Activate
time:
Activation [

2
command: -

ls

Relzy 1: | Timed activation ¥ |

If Mode is Manual activation , Values will be: activation and deactivation command

Relay 1: | Manual activation ¥

Activation (a1
command: L
Deactivation [

a1
command: -

|53 | hutton to submit the changes
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10 SIP configuration

Keypad SIP Account
Buttons SIP PBX Register: @ On ) Off
SIP Extension (name or no.}): [ an

Network

Extension Password: | «ssees

<

~ IP Address or domain of primary PBX: | 10.0.0.90
Audio -
Timers
Relays PBX domain: | 10.0 090
Whitelist

Passwords {incoming :,alllss).' On ® Off
Access Control Whitelist administration
Software Upgrade

Provisioning Testing

IP Address or domain of secondary PBX: 0000

Key to simulate: Button 1
Licences Simulate call | CALL
Status Try SIP registering with current values | REGESTER

[ Auwdo 0@ |
| Tmers =00 |
| Relays 0o |
| Passwords 0 @@ |
| _AccessControl |
| Software Upgrade |
| Provisioning |
| Licences |
| Status

Advanced settings
SIP/UDP port: | 5060
SIP/UDP port (PBX): | 5060
Bottom of range UDP ports: 50001

Top of range UDP ports: :-59999

SIP registration time-out |,
(in minutes): |

SIP T1 Timeout: |05 sec ¥ |
SIP T2 Interval: 4dsec v

Use STUN: On ® Off

Save

o SIP PBX Register: set this ON if you want that the device works (registered) as extension
of an IP PBX (if it calls direct to IP address, it not necessary an IP PBX)

o Extension (name or no.): you can decide if number or name

o Extension Password: to login in IP PBX (this item can be also programmed in menu
Passwords)

o |P Address or domain of primary PBX: IP PBX can have IP address or domain

o |P Address or domain of secondary PBX: if register with primary PBX is lost, the
device will try with secondary PBX. Except PBX's address itself, same parameters of
extension and password will be used, generally secondary PBX is a mirror or primary
one.

o PBX domain: Hosted IP PBX, broadworks systems and some IP PBX (even they are in
local network, for example 3CX), needs that domain name or IP address are inserted in
call fields. In those cases, fill this item with same data that was set in item |P_Address
or domain of primary IP PBX

¢ Whitelist (incoming calls): If this item is On, the device will accept calls only from those IP
address or extension numbers which are in the table of up to 100 elements that can be
seen in next menu Whitelist Administration

After completing SIP programming press the 1522 | putton to submit the changes

Testing
This is used for connection and call testing

e Key to simulate: here you can select keys 0 to 9, * and # and, also, buttons 1 or 2.

e Simulate Call: click on this button to simulate the action for selected key or button before
according its configuration.

e Try SIP registering with current values: click on this button to force the device to try
registering in IP PBX according programmed values (without waiting time for register)

14



How to program the IP Camera:

Camera comes with an IP address in order to program the camera you will need to

connect to the camera IP address, in some cases camera IP address is different than the
computer IP address, so you will not be able to log in the camera
* if that case you will be required to change PC IP address to IP address that is near the
camera IP address in order to log in, than modify the camera IP address to a one that is
near your PC. Follow below steps to do that.

Step 1:

log in to the camera

1. Go to control Panel

2. Press Network and Internet

55 » Control Panel »

u Adjust your computer's settings

& System and Security
q Review: ter's status

5 Network and Internet
‘ti View network status and tasks
<=2 Choose homegroup and sharing options

7 Hardw and Sound
ﬁ and printers
adds d

e Prugrams
P I tall a program

ew by Category ™

User Accuu nts and Famlly Safety
' Add or remove userac
) Set up parental contre St

Appearance ar vd Personalization

Ch ge de hcp :a_kgmna

Li
@ EasecfAccess
gest settings

4. Press on Local Area connection

Access type
HormeGroup:
Connections:

6. Press on IPv4 : is your currently IP address

Internet
loined

4 Local Area Connection

write it down for future use.

Press close

Metwork Connection Details

Network Connection Details:

Property
Connection-specific DN....
Description

Physical Address

DHCP Enabled

Value

vrmnet 3 Bthemet Adapter
00-0C-25-7C-68-51
Yes

|;N.rt0c:0nﬁgulation IPvd ..

169.254.50.20 |

IPv4 Subnet Mask

|Pv4 Default Gateway
IPv4 DNS Server

IPv4 WINS Server
MetBIOS over Tepip En...
Link4ocal IPv6 Address
|PvE Default Gateway
IPv6 DNS Servers

25525500

Yes
fe80::78%:dbb 7:6732:3214%4

fec:0:04ff::1%1
fec0:0:04ff:2%1
fec:0:04ff::3%1

Close

] w
| O

ress on | Local Area Network

5. Press on Details

(e : Gras
U Connexion au réseau local Status &
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:01:25
Speed: 1.0 Ghps
Detals...
Activity
Sent LI Received
en L; eceive
3t
Bytes: 37 580 403 860
| @Prnpﬁ(hgs ] | Si“DJsabla l [ Diagnose ]
Close
[1

Type here your IP address for future use:
for example our IP Address: 10.0.0.31

Your IP Address:

15



7. Press on "properties”

8. Press on "Internet protocol version 4

[ U Connexion au réseau logal Status M thIS IS Where you WIII be able to

change your IP address
Cannection il : N = a - .

IPv4 Connectivity: Internet o mmlﬁs SR PR Pmperlus LL

IPv6 Connectivity: No Internet access Networki —|

Media State: Enabled Gk |Shanng

Duration: 00:01:25 Connect using:

Specd 10 Gbos iF Broadeom 802 11 Mutiband Network Adapter

Details...
This connection uses the following tems:
Activity = .. . = . D
- ¥
Sent — &;l ~—  Received 4210105 Packet Scheduler
_'iﬂ"?’ ¥ .@ File and Prnter Shanng for Microsoft Networks:
Bytes: 37580 | 403860 [ .2 Intemet Protocol Version & (TCP/IPv6)
[ & Intemet Protocol Version & (TCP/IPv4) |
[ 18 properties ] P@D@E“I"{‘WJ W] i link-Layer Topology Discovery Mapper /0 Driver
| I [l s |ink-Layer Topology Discovery Respandar
| Instal... I I Urinstall Propertiss
Descrption

AMllows your computer to access resources on a Microsoft
netwark:

(o ][ Games ]

9. Press : "Use the following IP address"
which is near the camera IP address enter an IP address that is near the
Camera IP address, example :{192.168.1.80 |

Internet Protocol (TCPJIP) Properiies

General |

Subnet mask: ‘255 285 2R6 . 0 |

Defaul galeway: [1ez.188. 7 .7 |

‘You can get P seflings assigned aulomalically if your network. supports
this capability. Otherise, pou need to ask your netwark administratar for
the appropriate [P settings.

(7 Obtain an |P address automatically

() Use the following IP address:

Camera IP address: 192.168.1.88
so you should enter: 192.168.1.80
User: admin

Password: admin

Now try log in to the camera, type: http://192.168.1.88/login.asp

in the internet browser.

You should see below page, login information is:

user name: admin
Password: admin

s [
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Step 2 Setting of the camera

7. Press Network Settings 3. Press Lan
— Network Settings

» LAN

You will see LAN Settings:

tan sewing [T

DHCP Enable [

| 1p[192. 168. 1 , 88 ] |
Subnet Mask [255 . 255, 255, 0 |

Gateway [192. 168. 1 . 1 |

Preferrkd DNS [202. 96 . 134. 133 |

P IP (Address of the IP camera)
- - you will need to modify this address to a nearby
MAC | 00-5a-20-53-16-f1 | [
address for your Computer IP address that you wrote

before:

in example : 10.0.0.104

as itis near our PC IP address :
10.0.0.31

e Now you have configured a new IP address for the camera.

SET IP address that is near your computer IP:
Example: computer IP: 10.0.0.31
set camera to: 10.0.0.104

17



Step 3 Setting back the computer IP address
1. Go to control Panel

2. Press Network and Internet 3. Press on Local Area Network

55 < Network and ntemet » Neworkand Sharing Ceter »

(9 » Control Panel » o ) >
Control fenel Fome View your basic network information and set up connections
- . e ange adapter settings " Fa Seefull may
At yoirOmplErY Seigs Vesiby: Tasgon S LS & 3 @ ’
oo ssncnd h QoroNT Network et
(This computer)
gy System and Security User Accounts and Family Safety Viewyour active networks Connect ordisconnect
":Q Review your computer's status @) Add or remove user accounts — Accesstyper  Intemet
Back up your computer ) Set up parental cantrols for any user f_‘/ H:::‘"'ﬂ_w HomeGroup:
Find and fix problems : g R 12 ’ Connection:
Appearance and Personalization
Network and Internet w Change the theme Change your networking settings
M View network status and tasks Change desktop background G Setup a new connection or tflor
&= Choose homegroup and sharing options Adjust screen resolution =" Setup a wireless, broaghfh, dial-up, ad hoc, or VPN connection; or set up a router or access.
/ Hardware and Sound W Clock, Language, and Region
%‘ View devices and printers 1YW Change keyboards or other input methods Y
Aelda deice 2 il Gl ComfEct o reconnect to s wirelss, wired, dial-up, or VPN network connection
M Drograme B Ease of Access Choose Homegroup and sharing options
[ ws's settings
k 4 uninana program \\_) Let Windows suggest settings
Optimize visual display « [ Toubleshootproblems
HomeGroup . e

4. Press on Local Area connection 5. Press on "Properties”

[ U Connexion au réseau local Status m
Connection
% IPv4 Connectivity: Internet
Ac e t}rpe IntEFnEt IPv6 Connectivity: No Internet access
HomelGroup: Joined Media State: bl
= Duration: 00:01:25
Connections: § Local Area Connection Speed: 1.0 Ghps

==

Activity

6. Press on "Internet protocol version 4" s — Bl — oo
this is where you will be able to = = ==
change your IP address (Beumin] [ Botien) (uparmn] l

Networking T Sharing

Connect using:

L ; Eroadé:om EDZ.‘I-‘.I .I\IiL;l?t.iEand- .I;uletwork..&:lapter

Press on Obtain an IP address automatically

Thig connection uses the following tems:

this will get your default IP Address
3B 005 Packet Scheduler
¥l 431 File and Prirter Sharing for Microsoft Networks T R T e I T —
W = Intemet Protocol Virsion & (TCP/IPvE) Intemet Protocel Version 4 (TCP/IP4) Properties [7]Es
i Intemet Protocol Version 4 (TCP/IPvd) [Genera | ; 0|
<& Lirk-Layer Topology Discovery Mapper 1/0 Driver -
. Link-Layer Topology Discovery Responder You can get IP settings assigned sutomatically If your network supports
this capabiity. Othervise, vou need to ask your network administrator
for the appropriate IP settngs.
Install.... I I Uninstall | r'u:,r.e-'-.-e_:
Description

Allows your computer to access resources on a Microsoft
network.

ok ) o]

@ Obtain DNS server address automatically
+ Usa the following DNS sarver addresses:

o o)
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Step 4 Configuring the Panel to connect the camera

1. Log in to the door phone IP address:

Door phone IP address: 10.0.0.100:8085
Password: 1234

Then need to configure the video camera on the Door phone, using its web interface. On
the panel 'Video' tab, you need to enable the camera, set its IP address (example:
10.0.0.104) and select the model NDY HQ or NDY Regular.

Keypad

Network -
Vi Enable video camera: ® 0O Off

Audio Camera IP address: | 10.0.0.104
Timers E

Relays
Passwords IP Video camera typs: | NDY HQ
Access Control RTP Payload Type: .éB i
Software Upgrade -
Provisioning

RTSP Port: | 554

RTP Fragmentation: On ® Off
RTP Video Port: 50000

Licences Use Authentication: ® Op Off
Siatus

1
[Tmes |
[ Relys |
[ Passwoss |
[ Software Upgrade |
[ Povsonng |
s |
[ Teencs |
[ Shws |

User: '-admm
Password: | -
Language: |English +
Accessary [RFID +
Volume: 8 ~
Microphone: 1
Auto-answer: ® On © Off

LOGOUT
REBOOT
RESTORE

Preview: [

The other options can be left on their defaults (port 554 for RTSP, RTP payload type 99,
RTP Fragmenting enabled / disabled depends on the needed configuration, MTU 1450,
Authentication disabled).
A reboot is recommended after changing these parameters.
You should now be able to make video calls (assuming you posses a video license).
On the very first call after the Door phone boots up, there will be no video (since the IP
Access needs to negotiate some configuration with the camera),
but it will work on further calls.

1. After completing video programming press the button to submit the changes

In case of using more than one panel with camera yo  u must to set different
IP to each camera

Trouble shoot
e If video don't show up (usually it is because diffe rent IP address between the

panel and camera)

1. Try log in the camera and change IP address to a more near of the panel IP for
example :

If computer IP address : 10.0.0.32

Set Camera IP address : 10.0.0.104

Set Panel IP address : 10.0.0.103
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Authentication may not be disabled on camera so try use Authentication: on
and type:
User: admin, Password: admin.

Try disable Authentication on the IP camera

Config -> Network settings -> RTSP -> uncheck Enable Authentication
Try reducing video quality, some IP phone don’t support HD 1920 * 1080
Try predefined settings : Wan / Lan

Try Disable RTP Fragmentation ( Video -> TRP Fragmentation : off )

Keypad

w

o gk

Network .
Vi Enable video camera: ' Op Off

Audio | Camera IP address: | 10.0.0.104
Timers E

Relays L |
Passwords IP Video camera type: |NDY HQ
Access Control RTP Payload Type: “59 |
Software Upgrade =
Provisioning
LEDs RTP Video Port: 50000
Licences Use Authentication: ® Op Off
Status

RTSP Port: | 554

RTP Fragmentation: On ® Off

User: | admin
Password: |«
Language: |English v
Accessory: RFID v
Volume: 8 7|
Microphone: 5 7|
Auto-answer: ® On © Off

LOGOUT
'REBOOT
RESTORE

»
S
E

Video Setting

On the 'video setting' menu, 'Video Config' submenu, you need to configure the
video parameters. Only the Sub Stream (right column) needs to be configured. We
recommend the following parameters:

Encode Format: H.264

Resolution: 1920 * 1080 -> try reduces to 1280 * 720
Bitrate Control: CBR / try CBR

I-Frame Interval: 10

Bitrate: 256

Frame Rate: 10

And then, on the lower portion of the screen:

Base Profile: Enable
Private Data: Disable

Remember to click ‘Save' on the lower right corner to save your changes.

Once video is working you can play with setting till find the best suitable video
quality
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10.4 Camera IP configurations on panel side

Enter the following address in the browser address bar:

http://10.0.0.100:8085

Enter the factory default password: 1234

Then need to configure the video camera on the IP Access, using its web interface. On the
'Video' tab, you need to enable the camera, set its IP address and select the model (either "NDY
Regular " or " NDY HQ " - this depends on the firmware version). The other options can be left
on their defaults (port 554 for RTSP, RTP payload type 99, RTP Fragmenting enabled, MTU
1450, Authentication disabled). A reboot is recommended after changing these parameters.

Keypad

Network

Video

Audio

Timers

Relays
Passwords
Access Control
Software Upgrade
Provisioning
LEDs

Licences
Status

Language:
Accessory: |RFID
Volume [3 7]
Microphone [5v]
Auto-answer: ® On ©

[English_ |

off

LOGOUT

'REBOOT

RESTORE

Enable video camer:

a:_© On O Off |

Camera IP address:

: 1000104

RTSP Port: |554 |

IP Video camera type:

: [NDY HQ 2l |

RTP Payload Type: |

| RTP Fragmentation:

RTP Video Port:

Use Authentication:

User:

Password: |«

You should now be able to make video calls (assuming you posses a video license). On the very
first call after the Door phone boots up, there will be no video (since the IP Access needs to
negotiate some configuration with the camera), but it will work on further calls.

Save

After completing video programming press the|4 button to submit the changes
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11 Audio configurations
mEee——

Tones

Tone at call begining: ® On Off
Callback Tone: = @n Off
Call End Tone: ® (O Off

Echo Control

Boost Audio: ® On Off

Operating mode: | Noisy Outside - Calm Inside v
Speaker Level: |2
Microphone Level: 1
Speaker Attenuation: | 2

Microphone Attenuation: | 2

Pre-recorded

Playback IP during start-up: On ® Off

Provisioning (TFTP) Server IP Address: | 10.0.0.90

Upload audio sounds UPLOAD

Save

For optimal audio quality suggested switching on the boost

Tones

Tone at Call beginning: the device issues a tone like toot-toot-toot when it receives and auto-answers a
call. This feature can disabled for certain remote silent monitoring applications.

NOTE: Verify that the law of your country doesn'tc  onsider this feature as privacy violation.

Call back tone: the device issues a tone like tooooot------- tooooot------- when generates a call, simulating Call
Back tone

Call End Tone: to informs of end of call (due to any reason)

Echo control

Boost Audio: This is an AGC (Automatic Gain Control) associated to the mic.
Operating mode: these are Predefined Modes of echo control feature, for specific scenarios:
o Off

o Noisy Inside - Noisy Outside

o Noisy Outside — Calm Inside <= default

o Noisy Inside — Calm Outside

o Calm Inside — Calm Outside

Speaker Level

Microphone Level

Speaker Attenuation

Microphone Attenuation

All these 4 parameters adjust tune control feature with more precision; however the use of predefined
modes is preferred.

Pre-recorded

The device has predefined memory space for storage of up to 5 pre-recorded messages, which can be issued by
Notify commands and also the digits 0 to 9, "." (dot), '#' (pound) which are used for issuing IP Address (when
programmed to do that, see below, and/or if the device is started up with push button 2 pressed.

Playback IP during start-up: If you set this ON, the device will issue it's IP Address verbatim
mode, according language selected

Provisioning (TFTP) Server IP Address:  all pre-recorded messages will be uploaded through provisioning
from a TFTP server which IP address is in this field.

Upload audio sounds: click this button to force the upload of audio messages now

After completing Audio programming press the Save | putton to submit the changes
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12 Timers configuration

e Maximum call duration time (in seconds): Maximum allowed communication time,
after that time has elapsed, call is finished from the device side.

e Maximum call back time (in seconds):  Maximum time that iP Access waits for the call to
be answered.

e Relay 1/ 2 Activation time (in seconds): If relays are programmed as temporary
activated, this fixes this time. The same can be programmed in submenu Relays
programming => Configuration Relay => Activation time (in seconds)

Save

After completing Timers programming press the button to submit the changes

14 Passwords of the device

Web Administrator password:  password this programming web server
Extension Password: password for login as registered extension of an IP PBX
Administrator's PIN access code: and

Password for Access Control administration: see Access Control Section

After completing Passwords programming press the Savebutton to submit the changes
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15 Access Control parameters

This device designed with 4 Access Control options: pin dialing, proximity card, Fingerprint and
NFC, however in current models available two only

¢ In devices with Telephone Keypad, users can enter, through user and pin dialing .

¢ In devices with Proximity Card reader, using the proximity card or tag.

Access Control through PIN dialing — Standalone mod e

When we want to use the device, for access control too (besides intercom), we need to tell him
that we will use the keypad (also) to enter a PIN code; this can be made programming * or #
keys as Access password prefix  (one of key's programming modes, see Keypad programming
section)

This way, when this key is pressed in idle state, the device will understand the following keys

as part of PIN access control (switching mode).

User passwords can be seen and programmed in menu

SIP
Passwords Administration

Pin Access

[Wode: ] Standaione v

Passwords

Access Control | Digits qty for access control user: I 0

Software Upgrade Adminstrator's PIN access code: |+«
Provisioning T By
e or Access . ela Y
LEDs - 3 Y
Licences Passwords Administration
Status \
10 |
\ T 2041 ]
1593 }
0] 784 |
3388 j
. . laa1a }
Where you can also access to Passwords Administration — ]
- 0 1 ]
In this example, there are 16 users created (user 13 with PIN 7864 E }J
will be used in an example below). [
:
| Save ‘ ﬁ|
First Previous Mext Last
Page:| |
(Minimurmn: 1 - Maxirnurn: 100)

"Digits qty for access control user" this parameter define number of digits that user have to
enter before PIN code
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PIN access control requires the user to enter two data:
e User ID: user no. that can be 0 to 3 digits

(if 0, no user data need to be enter at all, just user password of Administrator PIN access

code)
e User password : 4 digits

Example of use for user 13 (see before table example of passwords administration):

Visitor, user 13, dials the following for enter:
o *137864

if * as Access password prefix and Digits qty for access control user = 2,where

o *=> prefix key
o 13 =>UserID

o 7864 => User
password or
e 0137864
if * (or #) as Dialing prefix and Digits gty for access control user =3
or
o 7864
if * (or #) as Dialing prefix and Digits gty for access controluser =0

The panel could be programmed with up to 1000 Pin codes.

Access Control through RFID card passing — Standalo ne mode

When user wants to enter, he simply passes it proximity card or tag close to card reader.

NOTE: RFID is licensed feature (except for [licences

devices with RFID reader incorporated). You
can check this in menu Licenses

If you don't have your device licensed, ask your
distributor.

MALC Address: 00-04-33-25-b2-4d
SIF License: On
RFID License: On
“Wideo License: On

Ingert license nurmber: | X000

Anyway, even if your device is not licensed, you

can make up to 10 testing readings; after that, you need to reboot the device,

another 10 readings.

2. Programming of the RFID Proximity cards:

A. Add RFID card via Access control menu
1) A. Choose: "Access Control"

2) B. Choose: "RFID Reader"

3) C. Mode: "Standalone"

4) D. Press Save.

5) E. Choose: "RFID access Card Administration"

in order to make

RFID Reader
Mode:
RFID Interfaces Protocal:
Relay for interface 1:
Relay for interface 2:
Add Master card:
Oel Master card:

RFID Access Cards Administration

.Standalone T
Wlieglancll ¥ |
Rela}r‘1 v
Relayz ¥
123456759

1234906729

6) F. Under Access Card Number: Need to input the number of the RFID card (usually could

be seen on the RFID card back side)

For example : 0008695317 so need to input that number in the

administrator panel.
7) G. Save. (Card should work at this moment)
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B. Add/delete RFID cards manually using "Master card"
If you want to make cards enrollment manually, follow this procedure:

First assign 2 Master cards , one for adding and
one for deleting user cards. The numbers of these | RFIDReader |

cards fill in the place as marked. Mode: | Standalone ¥
RFID Interfaces Protocol: | Wiegand v

Relay for interface 1: | Relay 1 v

1. pass Add Master card for enter

to enroliment mode Relay for interface 2: |Relay 2 v

. listen “toot-toot-toot” feedback tone

|Add Master card: | 123456789

2
3. pass users cards
4

1 1] 7 D IM d: -'&'5—
. for each one, you will “hear” the user | etstastoricemss | 123466780

number assigned. please record thIS RFID Access Cards Administration

number because it will be very useful

for deleting a card if it got lose Save
5. when you finish, pass Add Master card

again for quit enrollment mode or wait 60 seconds, in any case, you will hear “toot-toot-toot

feedback tone

Same procedure is for deleting a card, but entering and exiting deleting mode with Del Master
Card.

NOTE: if you lose a card and, therefore, you don't have it and want to delete from list (in order to
avoid somebody who finds it to use it improperly), you must do it from menu RFID Access Cards
Administration

fTags are enrolled entering the number that generally is printed on it in the table to which you
Slaccess through menu RFID Access Cards Administration _ administrator can add or remove
"JRFID Tags

The panel could be programmed with up to 200 RFID tags

Save

After completing Access Control programming press the - I"button to submit the changes

16 Functionalities with licenses
Certain functionalities are licensed:
e SIP (always ON from factory)
e RFID
e Video: for IP H.264 cameras. NOTE: For devices with camera integrated, it must be
ON from factory

If you need some license, contact your provider and ask for it, please, indicate which kind of
PCB you have: iP Access with/without camera, name of PCB is written in silk screen; anyway,
the easiest way of recognizing them is:
e iP Access without camera support has only 1 Ethernet RJ-45 connector
e P Access with camera support has 2 Ethernet RJ-45 connectors, one long and the other
short
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Also you should tell the MAC Address of the device, you can see it in this same menu

lonces o —

MAC Address: 00-04-a3-28-21-72

SIP License:
RFID License:

Wideo License:

§88°%

Moise Cancelling License:

Insert license number:

Your provider will send to you a long number which you will enter in the text box indicated as
“Insert license number” and click on Save, if MAC Address was correct, you should see the license
you asked for, activated.

If you ask for different licenses (for example, RFID + Video), you should repeat the

procedure twice.

NOTE: the device recognizes automatically which functionality the license is
After completing licenses programming press the | Save button to submit the changes

FAQ

How would we configure relay 1 for when an extensio n is dialed on the POE push button
phone?

1. Choose relay 1: Time Activation

(this means that when command will send to open the relay it will be active for the time that stated and then
will be closed)

can choose between 1 - 10 sec.

most common is about 5 seconds, it is possible to do more if needed

2. Activation command: which number will command the phone extension to open the relay so in your case
type 7* under activation command.

(When pressing 7* from the IP Phone it will open the door)
You will also be able to see in the unit status (on status page) :

--> Call established: 400-x¢x—x"x x x™x™x“@10.0.0.155 Door opened: 1
--> (5) Call ended from other endpoint

I have forgotten the IP address of the unit how can | find the IP address:
1. Turn off the device - —
2. Short push number two "PINS OSTIZOTS_,@U C &P pusSH2\_ |
3. Turn on the device. P '__- -~
4. Do not release the short until unit will read the IP address [ -y = -!'Z'
of the device. i
5. Remove short on push
6. Turn on the device
7. Connect to the device via the IP address that the unit read
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Unit is not reqister to SIP PBX while settings are ok:

1. If setting are tested and ok but unit is not seems to connect to the PBX

Go to unit address: 10.0.0.100: 8085

Go to "Network" _ _

Go to "Static IP address" insert a free non occupied IP address that you found for example (10.0.0.193)
Press "REBOOT"

*If you don’t have or know a free non occupied IP address:

Open software ipscan24.exe

Download link:

Run software

Press scan _ _ _ ] _

Find an IP address that is not occupied free of use, use this address in the Static IP addresss

Go to the new address with new IP that input in the unit: http://10.0.0.193:8085
Unit should work now but have different IP address please write address on paper and keep for later need

| have forgotten the unit password

If you have forgotten the password of the unit you can arrange temporary mode that the unit will
have the basic password :

Turn off the device. _

Put jumper on option number 1 ( same as picture ).

Turn on the device. e e
Log in to the device with his IP address C SR pUSH:
New password should be : SX1234 /1234 : i ey (R
Change the password for the one you would like it to have. o o Mol SRR

Turn off the unit and disconnect the jumper on the PCB 1

Turn on the device it will have the new password that you input

©oNotAWN

Resetting the unit to factory default mode

In case you want to reset the unit to factory default mode :
Turn off the device.
Put jumper on options numbers 1,2,3 all together

Turn on the device. -y . :
Eevi_ce is ?]ovg on factc_)rr)]/ r?’ef?lglt (rjraode _C SiFl  PUSH:
og in to the device with his IP address ' - —

10.0.0.100: 8085 .« ) R
Password : 1234 / sx1234

N ogRWNE

* please note that formatting the unit to default m ode will cause the unit to lose
license that the unit had before  ( mean you will need to request new license from the
manufacturer)

Uploading and program new software

Connect to unit IP address

1. 10.0.0.100:8085
2. Password: "1234 / sx1234"

10.0.0.100:8085

SEQ Tools, Software 4k hitps:/femsp.israclpc [§> What Page of Googl= h  hitps:/

O TADOR
Password : 1234 / sx1234

soft v 3.5.50 - hard v 16-M3.

Enter password: [

[end |
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Upgrade software:

1. Main menu page
2. Choose "software upgrade”

Licences

Language
Accassory
ume
Microphars
Auto-answer

g

LC\T:DL_IT
REBOOT
RESTORE

F{ey g‘ Z

(EDs
[(Doences |
[Ss

English »
RFID v
g+

v

* On © Off

MAC Address: o880 356 4s4c

GODD, HHMM55
D00, 00:03:33

Busy (in calll: OF
Registered in IP PEX: 00
Register explres in: 00:00
SOL Chent State: -
S0 Client Error Numbser:

System Lptime:

1

Juwmpers:

Relay 1 Activated:
Relay 2 Activated: O

Auto-Refresh &

3. Press on "choose file" as shown on below picture

E

@| =

<
8

g

[ Audo ]
[ AccessContrd |
| Povisioning |
s 0000 ]
[ Lcences |
E

Language English ¥
Accessory. RFID  +
Volume: 8 v
Microphone: 5
Auto-answer ® On O Off

LOGOUT
REBOOT
RESTORE

Software Upgrade

Software Upgrade

New Firmware file
(without the .bin extension): || ™3 File

TFTP Server: 0000
Upgrade Status: Idle
Stont UPGRADE |

| Save

Web Upgrade
na papons v <ifjemmm Choose Flle

Here you wlll choose the new
software that want to upload
to the PCB

In our case version name
ipax-v3.5.54-h16-M3-0oem-RC1

4. Choose version : ipax-v3.5.54-h16-M3-0em-RC1.bin
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£ paxV3.5.54-h16-M3-0emRCL 04/04/2017 10:21  VLC meda fie (. 44918

1 9cM105)

™ BEZEQ

1 EZRA-PC

1 HP6CC2174855¢
18 MAABADA

8 SECRETARY

File name: ipax-v3.5.54-h16-M3-oem-RCL + [owapan B

Press: Open.

Press: Send.

Wait for software to finish uploading.

Once finish with uploading the software you will see Progress : 100%
means uploading of software is done successfully

©CoNo O

Web Upgrade

Y na | ipax-v3.5.54- _ -cem-RC1.bin

Send
Upgrade file: ‘gi;¢. 448 49KB
Type: application/octet-stream
Progress: 100%

10.Press: Reboot , to restart the unit with the new version.
11.Log in to the unit : 10.0.0.100:8085
12. Installation of the new software is made successfully

There are background noises in the unit how can | r educe it ?

T
1. Go to Audio Menu.
2. Turn on the audio boost Tores
3. set microphone level to zero Fe= o o
4. On the left side: CanEnaTone: ® 00 © on
set the Microphone set to one g | Echocona
e T
If first setting not good try another Rt
setting e
1. Left bar setting : Accessory AR oA T3
Volume : 7 vouns [
Mirohpone : 5 D e | I R
Boost aud|0 Oﬂ: Provisioning (TFTP) Server IP Address: | 10.0.0.90
LOGOUT Upload audio sounds | UPLOAD
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How to default the camera IP Address?

Connect the camera to power supply.
Short bridge camera Pin number 4 + 5
x 3 times

( need to short bridge three times)
Camera should now have it default IP
Address:192.168.1.88

Video explanation :

ActiveX is not show when logging to camera (How to enable Activex)?

Open Internet Explorer.

Select "Internet options” from the pull-down menu.

Click on "Security" tab on the top portion

Click on the "Custom Level" button on the 'internet’ zone option
Scroll-down to view Active X controls and Plug-ins.

Select the 'enable’ radio button for all the Active X menu choices except the ones listed below,
which should be selected as "prompt"

Select "Prompt" for download signed ActiveX controls.
Select "Prompt" for download unsigned ActiveX controls.
Select "Prompt" for initialize and script not marked as safe.

Click on the "OK" button for exit and save
Click on the "Ok" button again to exit out of internet option menu.
Now, exit your browser and restart. Active x should now be enabled
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Password doesn't always being recognized by the uni t how to fix

When password is being type to fast sometimes unit will not recognize the password in order to fix
that you will be require changing the setting of the panel to below:
Log in to the unit IP address:

Do below steps:

1. Choose: Keypad

2. Enter Password by default: "OFF"
3. Choose: Key * (star)

4 Choose: Change Dial Mode

* This setting will make the user required to type * ( star ) before typing the access code
For example :

Access Code : 1234

client will need to type : *(start)1234 in order to open the door.
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10.

11.

Installer Information Page for future use

. PBX Extension number :

. PBX Extension Password :

. IP PBX Address :

. IP PBX Password:

. Panel Default IP address : 10.0.0.100:8085

. Panel New IP address :

Panel Password : 1234

. Camera Default IP address : 192.168.1.88

. Camera New IP Address : 10.0.0.88 ( set in Tador)

Camera Password: admin, camera User: admin

Computer IP address:
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Thank you for choosing our products

All rights reserved to Tador Technologies LTD©
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